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MobunbHbIR TenedoH — Nepean Bellb, KOTopyio Oepellb B pYKK, Koraa
Npockinaellbcs, U NOCNeaHAA, KOTOPYH OTKNaabiBacllb B CTOPOHY, NoXack Cnatk. (o
CYTH, «MODMNBHMK» HE YTO MHOe KaKk uMdpoBas KOoNWA TBOEKM NMOBCEAHEBHOM HU3HM.
B HEM XpaHWTCA NMMYHaa U cnyxebHaa MHDopMaUMa — 3a4acTyio BNepeMeLlKy B
YaCTHbIX MK oblumx becepax. Koe-yTo M3 MHDOPMAELIMK, KOTOPBIA Thl MOMNB3YELIbCS,
CTaHOBWUTCA AOCTOAHWEM 0DLLECTBEHHOCTHU. A BCe CBEASHUA O Hac, CTaHOBALLMECH
NOCTOAHMEM 00LLECTBEHHOCTH, BONMHYIOT HAc, Bedb Kawaan kubepaTaka HauMHaeTCs
MMEHHO C HH(OPMaLIMK, AOCTYNHOA B OTKPbITbIX MCTOYHHMKAX.

B HblHELWHeM Bbinycke obcyauMM 0bA3aTenbHYo UMMPOBYIO TMIMeHY Kawaoro
YPHaNUCTa, KoTopaa Heobxoauma, YTobbl Mbl MOMKM BbINONHATL CBOK paboTy B
He30MacHbIX YCNOBKUAX.

«Monogbim XYPHaJIUCTaM, KOTOpbIE
TOJIbKO HAYNHaAT 3aHNMaTbCH
paccineosaHnNAMU, CJI0OXXHEE BCero
CnpaBAUTbCA CO CTpeCcCOM»

[Mocne onybnMKOBaHHOMO HECKOMbKO NeT TOMY Ha3a[ paccieaoBaHuA OHa
CTOMKHYNACh C LIENbIM LUKEANOM HEHABWCTKM W MOTOKOM COODLLIEHWMIA, CoOOepallmx
NWYHbIE Hanagku. B apyrom cnydae ee npecneqoBany M YHMXaNKW. Te HeNnpUATHbIe
MHUMAEHTLI cnyuunuck ¢ JTrobor LleBYyK, Korga y Hee 3a nneyamMu yxxe Obin
OnNpeaeneHHbii ONbiT, YTO W NOMOrN0 e/ NPoLLE CNPaBMTbCA C 0OPYLUMBLLUMMCA Ha
Hee rpyzomM. OoHaKo W NoafepKka co CTOPOHBl PYKOBOACTBA NPULINACch KCTaTtw,
NO3TOMY OHa PEKOMEHOYET BCeEM peAakumnaMm obecneymBaTh Taky NOMOLLb, KOrAa WX
HYPHaNWCTEl CTANKMBAKTCA C HanagkaMu. 3a 17 neT B xypHanucTuke NMwobe
noeenock nopaboTaTh BO MHOMMX KOMaHgax — Ha Tenekadane Publika TV, Ha
paguocTadumu «CeoboaHas Eepona», B pepakumk Rise Moldova. MaTte net ToMy
Ha3a/] OHa OCHOBana NPoeKT paccnefoBaTenbCKoW XypHanuCcTKK Cu Sens, KOoTopbIM
yNpaBnaeT [0 HACTOALEro BpEMEHK, @ 3TO AaeT el W BO3MOMXKHOCTb 3HAKOMMWTb
MOMOAbIX XYPHAMWUCTOB C PUCKaMKM Npodeccuu.

MpoekT Cu Sens hoKycMpYeTCa Ha BUISOXYPHANMCTUKE, a 3TO NpeanonaraseT
Oonblue pUCKOB, Yem ApYrve BUAbl XYPHANWCTMKK. B TakoM cnydae 3aluTTb CBOK
NMWYHOCTE CNOMHER, NOITOMY XYPHANUCTY NPUXOAUTCA AeWCTBOBaTL Ha CODCTBEHHBIA
CTpax W puck. Bmecte ¢ TeM JTioba yeepaeT, 4To W OHa, W e KOMaHJa NbiTakTcs
BLICTABNATL Ha NMYHbLIX AKKAYHTaX B COLUManbHbIX CETAX KaK MOXHO MeHblue
MHDOPMaLMKM O CBOEIH YACTHOM XMU3HKW: «CBOM CTPaHWLbI B COLMANbHBIX MeaMa Mbl
MCMONb3YEM CKOpee ANA NPOABVMEHWA HALWMX MaTEPUaNnoB:».

MonoabiM XypHanucTaMm, KoTopble TOIbKO HauyMHaKT 3aHMMaTbCA
paccnenoBaHUAMM, CIOXHEE BCero CnpaBMTbCA CO CTPeccoM, 00bACHAST
NMba. «Bo-nepebix, paccnefoBaTeNbCKMiA MaTepuan — Aeno CNoXHoe, oH TpebyeT
Oonblue younuid, YTobbl JOCKOHANBHO M3YUMTb AaHHBIE U HEWTU CBAZb MEXIY HUMM.
Bo-eTOpbix, paboTa c BMaeo npegnonaraeT QU3MYECKMIA KOHTAKT C TEMM, O KOM
MULLIELLL, TO €CTb OHK BMAAT Tebsa, a B 90% cny4yaeB MHTEPBLIOMPOBaHHbIE BoobLe
OTKA3bIBaKTCA 00WATLCA. 3TO 03HAYAET, YTo 0bblyHO Tebe npuxoauTca paboTaTs C
TEMaMK, K KOTOPbIM Y Mepoee TBOErD CHOXETa OTPMUATENbHOE oTHOWeHKue., [1ns
MEeHee ONbITHBIX KONNer 3To MoxeT ObiTb A0CTAaTOYHO TPABMUPYHOLLMM
0BCTOATENBCTBOM, HO Mbl MbITEEMCA MO MEPE BOZMOXHOCTEN MOTOBMTL MX K
nogobHoMy. Yem Yalle «BbIXOOAT Ha 3afaHus», TeM bonblue oHW BblpabaTbiBakoT
onpeaeneHHbIA MMMYHUTET, @ Ha CNeayolMy ChbEMKaX YIKe PearupyroT no-ApyromMys.

Y Mobbl M ee Konner ycTaHOBNEeHbl peflakKLiHOHHbIE NMpaBwWia, KOTOPbIX OHU
npuaepXUBaloTca. «<Ecnu roBopuTtb 0ob oHNaWH-be3onacHoCTH, TO Y BCeX
ycTaHoBNeHa ApyxdakTopHaa ayTeHTUdMKaUMA, ecTb No ABa aapeca 3NeKTPOHHOM!
MNoYTbl ANA BOCCTAHOBNEHWUA, YCTaHOBMEHbl aHTUBUMPYCHbIE NporpaMMbl. Mbl He
Nonb3yeMca HenuueH3upoBaHHbiM M0, obliaemca Tonbko Yyepes Signal (310
He3onacHbli CaluT), HE KNWKaeM COMHUTENbHbIE CCbIMKKU, PerynapHO MEeHAEM Maponu.
Ecnu pacnonaraem Gonee YyyBCTBUTENbHOW MHbDOPMaUKWel, Toraa AnA ee nepefayu
MCNONb3YeM 3alumdpoBaHHble aapeca 3NeKTPoHHOW noyTbl. C onpeaeneHHbIMA
NOKyMeHTaMKu paboTaeM Tonbko oddnaiH — BCe 3aBUCUT OT TOM0, HACKOMbKO
YyBCTBUTENbHE MHbOopMauua. KoHeYyHo, M B NapaHOMKOB TOXE He CTOMT
NnpeBpallaTbhcs, Beab, cnasa bory, Pecnybnuka MonaoBa noka elle AoCTaTouHO
besonacHan 1 34ech MoxHO Be3 ocobbIX PUCKOB 3@HUMATLCA PaccnenoBaTeNbCKoM
MYPHANUCTUKOW». TOBOPA O Bble3ae Ha 3aaaHuna, JTioba oTMeyaeT, YTo penopTepy
BEXHO OTMPaBRATLCA TyAa B CONPOBOMASHWM KOro-TO M3 pefakumM. Koraa
BbIE3KAKIT B KOMaHAMPOBKY, XYPHANUCTbl BCErfla HaXoAATCA «MNof MOHMTOPMHIOM»
PEfaKLIMK, TAKOKE MX Y4aT, Kak pearuposaTb B cnydae onacHocTh. «Koraa Bce
cobnaaoT 3TU NpaBuna, BCe HEMHOMO NpoLLEs.

Caman yacTaa QopMa JaBNeHua Ha XypPHanWCTOB-paccneoBaTenel B Hallel cTpaqe
— cynebHble uckK, noadepkueasT Jioba. B nogobHbx cnydaax Heobxoawma
NoAAEPXKa pelakUMK, KOTopaa AomHa obecneynBaTh XypHanMcTaM KpUaMdyeckos
conpoBoxaeHWe. Ho M caMmMM peaakumaM NpuxoauTca HenpocTo, Beab cyaebHbIA
NpoLecc — NpeanonarasT NoTepk BpeMeH M AeHer. «[1oKa Mbl He Npourpany HK
0[HO JeNn0, HO PefakLMK, KOTopasa e1Ba BbDKMBAST 33 CYET MPaHTOB, CNOXHO, Koraa
NPUXOAUTCA MMETE AEN0 C JeCATHaMKM CyaedHbIX MCKOB».

Muxauno KonbLoB

YKPaHuHCKHMKA 3KCnepT no
Knbep-bezonacHoCcTH

[1aTb coBeTOB 0 Kacamwujeucs tebs
nHdopMauun

YacTHaa MHU3Hb OTOAENbHO — I'I'fﬁﬂl'l'—lHﬂﬂ HH2IHDb OTAENbHO

JKYPHANUCTY MOMET OKazaTbCA COBCEM HEMPOCTO PasrpaHuuBaTh CBOK YacTHYH
HM3HbE OT NyDnuuHoK, Begb Obimb NyDNMYHOW NEpPCOHOM W eCTh YacTb ero paboThbl.
TeM He MeHee, BawHO HayduTbcA obecneuunBaTh De30MacHOCTE onpeaeneHHoN
MHpopmaumK. Camas bonblwan owmnbka — NbimaTecA 0OWATHCA B TOW Xe
KOMMYHWKaLMOHHOW cpeae W ¢ BNM3KMMK, M C NoabMK M3 paboyero oKpyHeHuA.
Cpeay obwenua Hago pazaenate. CnegoeaTenbHo, 0AHY NNathopMy HaanemxuT
MCMNONeE20EB4TE 44 NMYHOIO -DEILLIEHMH, APVIyr — and DEILLI,EHHFI C COCMy¥MEUaMI, O
TpeTbko — ANnA 00WEHWA C MCTOYHUKaMM.

BHMMaHWe K MeCcTy U NOpAAKY pacnpocTpaHeHWA NepCcoHanbHbIiX AaHHbIX

Ecnu ycnyra becnnatHa, 3TO AanNeKo He 03Ha4aeT, YTo OHa Ha camoM Jene
DecnnaTtHadA. 3TO 3HaYWUT, YTO 3@ Hee NNaTAT, HO TONMbKO No-apyromy. OTKpbIThie
AaHHblIE — OTAMYHERLWIWA cnocob NonydYuTs MHopMauMio o Tebe. Yaensaid ocoboe
BHMMaHWE TOMY, YeM Thbl AENULLBCA W KaK ASNMILbCA, MHaYe MOMELL OKazaTbCs
YA3BUMBIM({0R) K BO3MOMHBIM aTakam. XKypHanucT BNonHe MOXMET OXUOATb, YTO KTo-
TO Y3HaeT ero agpec, HoMep TenedoHa, DyneT cneguTb 3a ero paboToi 1 MecToM
HaXOXASHWA, 8 TaKue CBeeHMA MOryT Nerko NpeBpaTUTbCH B MUBMYECKYID YIrpo3y.

bezonacHOCTb He EE{:I'IIIEITHEIFI, HO 3TO OTHHOAb HE O03H4A4Y4deT, 4TO NNaTHTb
HYXHHO 34 BCe

OyeHb BaXHO MMETb YETKOE NpeACTaBNeHMe O UMDPOBLIX MHCTPYMEHTAX,
MNOMOrakLLMX B KOMMYHWUKALIMM, MOHWMAaThL, 38 Kakue CTOWT NNaTWuTb, a B Cny4yae
Kakux OOoNyCTMMO NOMb30BaThcA DecnnaTHeIMK BeEpcuAMW. ECNK roBOpUTE O XpaHeHuu
N&HHbIX, TO Ba¥HO MMETb BO3MOXHOCTL DBICTPO BOCCTAHOBMTL WX, NO3TOMY Tebe
noTpebytoTca obnaudble yonyru (iCloud wnn Google Drive), 3a koTopble
PEKOMEHOYETCA NNaTuTb. [pyrod npuMep — CepBUC 3NeKTPOHHOW noyTel Proton,
KOTOPbIA OTAMYHO MOAXOAWT ANA YACTHOW KOMMYHWKaLUWK, HO KOTOPbIA AOCTYNEH 33
nnaTty. BMecTe ¢ TEM NONb30BATLCA UM MOXET DKA3aTbCA AOCTATOUYHO CNOXHO,
MNOCKONbKY W TBOW MCTOYHUMK A0NeH ObiTb ero nonsb3oBaTtenam. lNpekpacHbii
MHCTPYMEHT, 33 KOTOPbIA CTOMT NNaTuTb, — annapaTHbIA KoY Be30nacHoCTHy,
paboTakWKWA Kak BTOpOCTENeHHbIW dakTop ayTeHTuduKaumy. Jaxe ecnu, JonycTUM,
KTO-TO 3HaeT TBOM nNaponb, Dez Takow dnelky oH BCe PaBHO HE CMOMXET NMPOHUKHYTh
B TBOM aKKayHTbI.

MpuaepuvBaica rMrmedbl bezonacHocTH

| lepBLIA COBET — MBITANCA NO BOZMOM¥HOCTA MCNONb30BaTL BTOPOCTENEHHBIA (dakTop
ayTeHTUduKaumn. Bropol coeeT — BCeraa co3AaBal pe3epBHble KoMK, Bedb OYeHb
BaXHO DBICTPO BOCCTEHOBMTL AOCTYM K TEOMM AaHHbIM. TPeTHi CoBeT —
WCMONb30BaTh B CBOSH paboTe KaK MOXKHO MeHbllUe KOMMYHWKALUWOHHBIX nnatdopmM.
Ecnu Tl NoMb3yellbca CNULLKOM DOMBLUIMM YKWCIOM NNaTgopM U NPUNOXEHUA, 3TO
NOBLILLAET TBOK YAZBMMOCTL. HO BMHOBAT B 3TOM HE Thl, @ YA3BUMOCTE CaMMX
nnatdopM. YeTBepTold COBET — BCEeraa NpoBepar To, YeM AeNMLLbCA, TMaBHbIM
obpazoM, Korga pedb MAET O NM4YHOKW MHdopMaumu. MNpoBepb CBOM COUManbHbIE
MNPUNOXEHNA U BLIACHK, KaKoW TUM MHQOPMaLMK BUAEH Ha TBOMX aKKayHTax,
nockonbky nobana kubepaTaka HaYMHAETCA MMEHHO C MHAOPMaLIMK, OOCTYNHOW B
OTKPBITBIX MCTOYHUKEX. [1ATBIM COBET — BHUMaHWE K NOA03PUTENBHOW ASATENbHOCTH
B MHTepHeTe. OUWKHE (C aHrnWicKoro — KnbepaTtaka, C NOMOLLbID KOTOPOW KpaayT
NepcoHanbHy MHpOopMaUM) — rmaBHeld cnocob eznoma basz gaHHbIX. 3allMTUTBCA
MOXKHO TONbKO OAHWMM CNOCODOM: HE KNUKaTE Ha NOA0ZPUTENbHBIE CChIMKM.

Monb3yica 6ezonacHbiMM NnatdopMmaMu AN KOMMYHHMKALIMK

« Signal — otnuyHo nogxoauT Ana obLWEHWA C MCTOYHMKEMM

» WhatsApp/Messenger — noaxoaaT AN NMMYUHON KOMMYHWUKaLMK

« Viber — 3TOT MecceHaXKep NoneseH AN NUYHOW KOMMYHUKaLMK, HO MM
HeynoObHO Nonbz0BaThca M3-3a Oonbworo obbema peknamol

» E-mail — akkayHTel Ha Gmail unn Outlook GezonacHebie. [pyrive noyToBble
CEPBMCHI, Ha KOTOPLIX MOMHO 33BECTH 3MEKTPOHHYIO NOYTY, HO KOTOPbIE HE
npegycMaTpUBaloT AByxMakTopHy ayTeHTMMMKaLMIO U anropuTMbl 3aLLUMThI,
HE UMEHT KOMaH/ OTCNEXMBALLUMX NOAOZPUTENBHYH) ASATENBHOCTD, HE
OTHOCATCA K Dez0nacHbIM.

A uto Telegram?

Telegram MOMHO MCNONL30BaTh Kak Ansa paboTol, Tak M ANA TMYHOW KOMMYHUKELIWMK,
HO MPK YCNOBKMK, YTO Thl HE ASNUWLLBCA TaM YyYBCTBMTENbHOW MHDOPMaLIMK, TaK Kak
OH CTanKMBAETCA C onpeaeneHHbIMKM NpobneMaMu B nnade bezonacHocTH. K TaKoBbiM
OTHOCUTCA OTCYTCTBME MEXaHW3Ma BOCCTAHOBNEHMA aKKayHTa M AaHHbIX. XOTA B HEM
npegycMoTpeHa ApyxdaKTopHas ayTeHTUDKUKaLKMA, OHa npeanonaraeT Nullb
NOMONHUTENBHLIA Naponb, a 3To He 0DecneYnBaeT OYeHb BLICOKWIA YPOBEHb

OezonacHoCTw.
p OSINT (open-source intelligence) — cnocob
novcka, cbopa W aHanWza MHpopMaLMK, NonydYaemou
Ig U3 OTKPBITBIX M NYDNWMYHBIX UCTOYHMKOB. K npumMepy,

3T0 MOXET ObITh MHOPMaLUMA, AOCTYNHaA B
[NoacHeHne WHTepHeTe, B CMW, B nybnu4yHbIX AOKYMEHTaX M B

COUManbHbIX CETAX, KOTOPYH WCMONb3YHOT BNacTH,

cnyx0bl 6230NacHOCTK, KYPHANUCTLI, BM3HECMEHB! W

WCCNeqoBaTEenNu.
p Tpu kpuTepus, obecneunBarowme 0e3onNacHoOCTb
g KOMMYHHKaLMOHHOH nnaTtdopmbl
Ybenuco, 4To Yy MCNOMb3YEMOro NPUNoXEHUA ecTh
[pakTUYecKnn CKBO3HOE Wwudpoeadue (end-to-end). Bo-BTOpLIX,
coseT! cneayeT NpoBepWTb, NpeanaraeT v NnaTtdopma

TalMep, TO eCTb MOXELWL fIW Tl MPOBEPUTL, CKOMBKO
BpeMeHn coobleHwe byoeT gocTynHo nocne
oTnpaeku. TakcKe HaaNeXMT NPOABUTE BHUMaHKWE M K
WMHPOPMaLIMKM, KOTOopYo nnatdgopma cobupaeT o Tebe,
M MOHMMaTDb, YTO OHA HEe A0/MKHa 3anpallvBaTh
YyBCTBUTEMbHLIE AaHHbIE, TAKME KaK TBOW aapec,
PMCKanbHBIA Koa v np.

**; » MeawiHble opraHMzaUmm U opraHu3aumm
* rpaxaHCcKoro 00LWecTBa, OCyLLECTBNAKLLME
lg NeATENBEHOCTL B 0DNacTH Npae Yenoeeka 1
LUKMpposor Be30MacHOCTH, MOMYT NONYYHTh
Bo3zmMoxHOCTB! NOAAEPHKY Ha YKPenneHue CBoero
OpraHM3aUvoHHoro NoTeHUWana — rPaHThl B
pasmepe ao 17 000 eepo. YaHal noapobHocTw
3N EeCh.

+ MeCTHble MeguitHbIe YUPEX/IEHWA M3 CEBEPHOID,
LEHTPaNbHOMO M KMHOro pernoHoe, ATO
[arayzma W NpUOHECTPOBCKOrO PErTMOHA MOMyYT
NONYy4YKTL rpaHThl B pasmepe 6000 eepo nof
NPOM3BOACTEO KAaYECTBEHHOrO MeAMMHOIo
KOHTEHTa Ha TeMbl, KacalWMECa CoUManbHOM
CNNOYEHHOCTH, 3aLMThI NPaB Y2NoBeKa M
MeHbLUWHCTE, bopbbbl C KoppyNuMel. Y3Hai
noapobHOCTH 3Aech.

Ecnu cTtankueaellbca C NOCTOAHHBIM CTPECCOM U
— TPEBOMHOCTBIO, MOXeLWb 0bpaTUTbCA 3a DecnnaTHoW K
b KOH(MASHUMANBHOW KOHCYNbTaLUWEeR NCUXoNora Yepes
3T0T YaT-b0T WK 3anonHue 310T ONaHK. B TeyeHne
[pocu 0 nomouu! 48 yacoe ¢ ToDOW CBAMETCA CneuWanucT.

Ecnu 3mTM MaTepuansel Tebe NnOHpaBUNKMCE, TOrAa PEKOMEHYH Hally
3NEKTPOHHYH PACCBINKY W CBOMM KOMMEraMm no ¥ypHaNnUCTCKOMY Lexy. OT3bIBbl
M obpaTHAA CBA3bL NOMONyT HAM CTaTbh Nydwe. HanMwKW cBoe MHeHue ob
INEeKTPOHHOM pacCcbiNKe W OTAPaBb €r0 HaM Ha CNeay LMl aapec api@api.md.
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3Ta INeKTPOHHAA pacChinka NogroToeneHa npy duHancoson nogaepsxe Esponenckoro Cowsa. Ee

HHE ABMABTCA MCKTIIOYHTENLHOW OTBETCTBEHHOCTEID NpoekTa «TRIMEDIA — gocrosepHan

SWHBLIE MEAHA W AKTHBHBIE MECTHBIE coobwecTea», (huHaHcHpyemMoro Esponeicinm

oro PeaepansHeEM MAHHUCTEPCTEBOM 3KOHOMWYECKOMND COTPYAHWYECTEE W PA3BMTHA

HE PACCHINKM NPUHAANEXHT SBTOPEM W HE 00A3ATENLHO OTPEMAET BUOEHHE
Eesponerckoro Cow3a.
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