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BozobHoBNAEM paccbinky HOBOCTEM «[ e Haao NPOBEeCTH YepTy» M NPOA0THMM ee
HEeCKONbKMMKM CMELBbINYCKaMK. B HUX Mbl NpeanoXuM TBOEMY BHMMaHMUIO
NpaKkTUYECKWE PEKOMEHALMK 0 TOM, KaK YCnellHes CrpaenaTeea C npobnemamm B
nnaHe 6e30nNacHOCTH, KOTOPbIE MOMYT CKa3aTbCA Ha paboTe TBOeW opraHu3aumu, a
TaKoKe Ha DnarononyuynK XypHanucToB. B ceroiHALIHEM BbIMYCKE KOHCY/IBTaHT B
obnacty undpoeol beszonacHoCcTM Melkona KOCTMHAH pacCKaxeT o Buaax
knbepnpecnenoBaHui, KOTOPbIM MOTYT NOABEPraTbCA XYPHANMUCTBI, W
KakuM oDpaz0M OHWM MOTYT NepepacTy B yrposy besonacHocTu.

Mbikona
KocTnHaH

KOHCYNbTAHT B obnacrm
uudgposor bezonacHOCTH

B Teopuun DezonacHocT yrpoza npeacraenaet coboi HexenaTenoHoe cobbiTue,
cozpatollee peanbHble Npobnemsl U KOTOPOE MOXET CKA3aTbCA Ha TBOSH 3aadve U
Lenu. MHorme yrpozbl, Bbi2blBaeMble KEM-TO YMbILLNEHHO, 0CoDeHHO ecnu OHKU
NOCTOAHHO NOBTOPAKITCA, OLWYLLAKTCA XypHanucTamu Kak dopma npecnenopaHma.
Mbl oTobpanu HeckonbKo NpuMepoB nNoaobHoro npecnenoBaHua, KoTopble
NPOUCXOAUNKM C MONAABCKMMM XYPHanUCTamu B npeaeuibopHbIM Nepuoa, 1
CONPOBOAMNN MX COOTBETCTBYIOLMMK COBETaMM.

Ho, npexae Bcero, AaBaiTe pazbepeMcs € TeM, KAK MOMHO OT/IMUNTD
AEHCTBMTENbHYIO YIPO3Y OT «OHMaWH-IUYMHXH>,

Yrpoza npegnonaraeT ABa BaXHbIX NapaMmeTpa: BepoATHOCTb M Bo3aencTBMe. Ha mx
OCHOBaHWM TOMBKO CaMa OpraHuzaLms MOXeT onpeaenvTh, HAaCKONbKO BenuKa yrposa
nna Hee. Ecnu B cuny TOM MM MHOM YIpo3bl Hawa paboTa CTaHOBUTCA HEBO3MOXHOW,
TOrga oHa eenuka. CnenoBaTensHo, NUWb HaM pellaTb, YTO AeMCTBUTENbHO
NpeacTaBnAeT yrposy, a YTo ABNAETCA TONbKO «WyMuxoi=. EcnK yrpoza ckasbieaeTcs
Ha HalleWl AeaTenbHOCTW, TOra OHa HacTOALLAA, eC/M XKe Mbl MOMKEM
COCYLLIECTBOBaTb C Hel, TOrAa, CKopee BCero, pelleHue AaHHoK npobnembl MOXHO U
OTNOXWTb. BOT noyeMy BaXHO NpaBWIBHO OLEHUTE yrposbl. KCTaTtH, B KoHUe
CerofHsLIHEro BbIMYCKa PacCbMKM Thl HAWJEWb Napy COBETOB O TOM, KOMAa M Kak 3T0
MOMHO COenarTh.

Cutyaumun 1. Kak ObiTh, ecnm BApYyr oKa3anocb, UTo HalllM CTPaHULbI B
COLMANbHbIX MeflHa KIIOHMPOBanM?

MpK Kakom-nmbO NPOUCILECTBMK Ha CoLManbHblX NnatdopMax NepebiM Aenom
cnegyeT coobDWKMTE 0 BOZHMKLWIEK NpobneMe COOTBETCTBYIOWEW NnaTdgopMe,
BOCMONb30BaBLUMCE ANA 3TO0 BHYTPEHHUMK MexaHu3MaMK yBefoMmneHus. B okolke,
OTBEAeHHOM ANA NOACHEHWK, CTOMT YTOUHWMTD, YTO Mbl — MEQMMHaA opraHu3aLUms,
CnegoBaTenbHo, B JaHHOM cnydyae 3acnyxusaem Donblue BHUMaHWA, NOCKONbKY Halle
3HayeHue B obwecTee Bbiwe. KpoMe Toro, Hennoxo 6yaet obpaTUTbCca 2a NOMOLLbIO K
opraHuzaumn Access Now, ¥ KOTOPOW eCTb NpAMbIe CBA3W C KPYNHbLIMKM NAaTdopMami,
MO3TOMY OHa MOXET YCKOPUTL pelleHue Hallei npobnembi.

MpeasapuTenbHO B Ka4ecTBe Mepbl NPeaoCTOpPOXHOCTU CTOMT 003aBeCcTMCh MKOHKaMK
NPOBEPKK MeTafaHHbIX, YToDbl Nnonb3oBaTenaM DbINo NpoLLE paznuyaTth PerKoBble
AKKayHTbl OT NoANMHHLIX. Hennoxo Oyner pekomeHaoBaTh ayaqUTOPUK XanoBaTbCa Ha
(helikoBble CTPaHMLbI.

B TakoMm cnydae yrpoza conpsxeHa v C penyTauMOHHBIMW PUCKaMKM, M C PUCKOM
YTEUKW JaHHbIX, ecn (eMKoBble aKKayHTbl YCNET 3anpoCckTh Y KOro-TO OT MMEHW
Hallel opradvM3aunin KoHpUaeHUManeHyo MHGopMaLmio Nbo JOKYMEHTDI.

KNOHMPOBaTb MOMYT M JIMYHbIE CTPaHULBI XYPHAaNUCTOB. B Takux cnydasx cnegyet
NeWCTBOBaTb ONUCAHHBIM Bbille 0OpazoM.

Cutyaums 2. Kak ObiTb, ecnu KnoHupoBanu Hawy Beb-crpanuyy?

B cnyuyae eeb-caiTa, npexae ecero, Heobxogumo obpaTUTb BHUMaHKWE Ha UMS
AoMeHa. AOMUHMCTPaTOp CanTa, eCnv B pedakuMK Takas AoMmKHOCTb NpeaycMoTpeHa,
MOMET HaWTW perncTpaTopa AoMeHa Mo ero MMeHW. 3aTeM Hano OyaeT BLIACHUTL
XOCTUHIOBYIO KOMNaHM. He ncknueHo, 4To y2Hatb 3Ty MHdopMauuio He
MOMYYMTCA, OAHAKO Mbl MOXEM OnpeaenuTb, MCNONL3YET M KNOHMPOBaHHbLIM CauT
cepeuc Cloudflare, k npumepy. [danee cnegyet npuberHyTb K ycnyram aaBoKaTa,
KOTOPbIA MOMOMET HaM COCTaBMTb 2anpoc Ha NPUOCTaHOBNEHKK paboThl
COOTBETCTBYKLEro CauTa no npuymrHe 2noynotTpebneHnsa 1 HapyLlleHusa aBTOpPCKUX
npae. [laHHoe NUCbMO MOXHO HanpaeuTb npeactaeuTenam cepeuca Cloudflare nnu
e XOCTMHroBoW KoMnaHuu. [laxe ecnv MM He yaacTcd NpUoCTaHoBMTL paboTy
calTa, No KpauHen Mepe, OHW CMOTYT BKJIHOUYMTE €ro B YepHbIA CNMCOK,
cnegoeaTenbHo, NOMb30BaTeNu, NbiTalowmMecs 3aMT Ha Hero, byayT nonyyatb
YBEQOMNEHWE O TOM, UTO AaHHbIM Beb-calT Noao3pUTENbHbIN.

Ecnu y Hac HeT JOCTaTOYHOrO BHYTPEHHMX BO3MOXHOCTEH, UTODLI CNpaBuTLCA C
BOZHMKLIEH CUTYauMel, Toraa Mel MoxkeM obpatuteca B cnyxby Acces Now nubo B
mobyio apyrywo cnyxby noaaepxkun B obnactu bezonacHocT. W B Takom cnyuae
CNOMMBLLMeCH 00CTOATENbCTBa CONPAMEHL! C PenyTaLMOHHEIMM PUCKaMKM, OHAKO, He
MCKMOYEHO, YTO 3TH KIOHbI PacnpoCcTpaHaoT onpeaeneHHble BUpYChl, KOTOpbIe MOryT
3apasuTb KOMMbIOTEPLI 3aX0AALMX Ha COOTBETCTBYIOLLME CTPaHMLbI NoNb30oBaTeneu.

B obowx CNMyYaAaXx BdXHO CUDEI'I.I.IHTIJ dyAUTOPKUK O NpornsowejweM Yyepes iMekolwmnecA
B HdlleM pacrnopaxeH DdJHLIIr"IEIJ'IbeIE KdHanbl.

Cutyauma 3. Kak Obitb npu nonyyeHHH 3NeKTPOHHDbIX NMCEM C aKKAYHTOB,
KONMMPYHOWMKMX MACHTHYHOCTb OPraHoB MM MHbIX o(ULIMaNbHbIX
opraHu3aummn?

B Takom cnyuyae Hanwuo dakT KoHKpeTHOW KnbepaTtakm, a MMeHHo uwmHra. Kak
npaeWno, B cnydae nogobHOM aTaky HaMm NpeanaralT COBEPLLMTL Kakue-nnbo
OSNCTBMA, NMPOWTH NO CChINKE, YTO-TO 3arpy3uTh, OTKPLITE ONpefeneHHbIn gann Ha
KoMnbtoTepe. B peaynbrate (PUILMHIOBOM aTaku 3N0YMbILLNeHHHUKM MOTYT NOMYyUYMTb
KOHTPOMb HaA INeKTPOHHOW nouyTol unu Google Drive, 3apazvTb KOMNbIITED
BUpyCcaMK. M ecnu Ha HblHELLHEM 3Tane Takoro poaa 3NeKTPoHHble coobLleHus
pacnosHaTh NpocTo, Hago NOHWMaTh, YTO 3Ta OopMa aTaku CTaHOBMTCA BCe
M3oLlpeHHee. OUILMHI KpalHe onacHblM, a Mbl OXMAAEM, YTO B pervoHe nogobHble
Cnyyan y4acTaTca.

MopobHag ataka 3aTparvBaeT B PaBHON Mepe NCUXONorMyYeckme M TEXHUYECKHe
acnekTbl. [na Oopbbbl C TEXHUYECKMMMK ACMEKTaMW HAANEXMUT 3alUMLLATL CBOM
AKKaYHTbI Takum obpazoM, uTobbl (PUILWMHI He MOr BO3ASMCTBOBATL Ha HUX, TO eCTb
HYXHO aKTMBMPOBaTL MHOrogakTopHyo ayTeHTUdUKaLUKWIo, B TOM Yucne
MCNOMb30BaTh Koy DezonacHoCcTW. ECNKM NONb30BaThCA TONLKO ABYX(aKTopHOMU
ayTeHTUdUKaumen, To C PUILKMHIOM OHa He CnpaBuTCA.

He MeHee BaxHO Kaxable NONroaa opraHu3oBbiBaTh A8 YeHOB KOMaHabl
obyvalowme MeponpuATUA, NPUBOAUTL CBEXME NPUMepbl, 0bCy¥aaTh UX 1
PasbACHATL NOAO3PUTENbHbIE NPU3HaKKM. ECnK pecypcbl orpaHMyeHbl, HO BCe Xe
XOYETCA YCTPOUTL B OpraHM3aumM TPeHWHI No Bonpocam DesonacHocTK, Toraa
cnegyeT NOCBATUTL €ro MMeHHO QUILKHIY, Beab NoAaobHbIe MHUWAEHTLI MOMYT
MPOWMZ0MTH He TONbKO NO INEKTPOHHOW NOYTE, HO Tawke K yepes Signal, WhatsApp,
Telegram w gpyrue mecceHaxepbi.

MopospeHne AOMKHO BO3HWKHYTE MPU NOAYYEHUH NOAHOM 3MOLUMA CooDLLEHKA, B
KOTOPOM HAC YeM-TO MyrakT, YTO-TO NpeanarakT, K NpMMepY, BbipaXalT roTOBHOCTb
NOAeNUTBCA IKCKTH3MBHOW MHDOpMaLKneiln ana paccneaosaHua. COTPYaHMKK
peaakuMu JOM¥Hbl 3HaTb, KAk NocTynaTb Npu nonydyeHun nogobHbix coobleHmi. Bo-
NepeblX, UM He CneayeT B3aMMOJeMCTBOBaTL C OTNpaBuTeNneM, a NoKasaTb JaHHoe
cooblleHne KoMY-TO B peaakuMM — B WaeanbHOM ciy4yae ToMy, KTo Donblue
oceegoMneH ob 3TUx acnekTax. HeBoaMOXHO HaYYWTb KOOl B COBEpLIeHCTBe
pasnuuaTtbh HacToAwme cooblyeHns oT heiKoBbIX, HO MOXHO BbipaboTaTb Yy HMUX
HaBbIKM pacno3HaBaTb NOA03pPUTENbHbIE NMCHMA. ECMK € KeM-TO B pefakumm
MNPOWZ0LLLT0 HeyTo nogobHoe, cnegyeT obcyauTh CTYYMBLLEECA CO BCEW KOMaHOoH,
Be/lb BbICOKA BEPOATHOCTb, UTO W COCYXMBLBI NMONYYaT Takoro pofa coobleHus.

B KauecTee Mepbl NpeaocTOPMKHOCTH Heobxoaumo obecneunTb BCceMm M0aaM B
pefakuMy JocTyn K nocneaHuM eepcuaM Windows/Mac/iOS/Android. Bee
NPUNOXEeHUA A0MKHbl ObiTb 0OHOBNEHbI, Takke cToMT M3beraTtbh NONL30BaTLCA
HenuUeH3noHHbIM M0, Hennoxaa naea — KopnopaTUBHLIA aHTUBMPYC C
LIeHTPanu30BaHHOMW NaHenbio ynpasneHus, yepes KoTopylo yrnoaHOMOUEHHbIW
COTPYAHWK CMOXET OTCNEXMUBATL B PEXMME peanbHoro epeMedn npobnemMbl B nnaqe
bezonacHOCTH, BOZHUKAIOLWIME B KOMMbIOTEpPaX OpraHu3aLmi.

Cutyaums 3.1. Kak ObiTb, eCnM NOCTOPOHHMA YenoBeK YCTAHOBMN KOHTPONb
Ha/l aKKayHTaMM B COLICETAX W/IM 31IeKTPOHHOHW NepennucKon?

TakoW KOHTPOMb MOMHO YCTaHOBWUTbL TONbKO nocpeacteoM guwmnHra. Ecnm
bez0nacHOCTb 3NEKTPOHHOM MNOYTHI MOXKHO YKPEenuTh 3a CYET MHOMOYPOBHEBOW
ayTeHTUdMKaLUMK, B TOM YMCNE MCNONb3YA K4, U NYTEM aKTUBaLIMM MporpaMMbl
Google Advanced Protection, To 3aWMTUTE MecceHpHepbl C NOMOLLBIO KKYa
bezonacHOCTK HEBO3MOXHO. [1nA 3Toro HeobXoaAMMO NPUMEHATE MO MeHbLLEH Mepe
NByXMdaKTopHy ayTeHTUuduKaumo 1 0byyaTh nepcoHan Ha OCHOBE NpPUMEpOB.

Ecnu nocTopoHHMM BCE e yaanock YCTAHOBUTE KOHTPOMb, TO KM B TAKOM Cyyae Mbl
MoxeM obpaTuTbca K opraHmnzaumm Access Now.

Kakan nnardgopma Hanbonee yazsuman?

Mcnonb3ayeMan KoMaHaoW KOMMYHWKaUMOHHaA nnatdopma gomyHa Obime yaobHoMU
ana putMa ee pabotol. Mnatdopmy cnegyeT BoIDMPaTh C YY4ETOM LUEned, 3aTem
HeobxoauMo yOeauTbca B TOM, UTO Mbl oDecneunBaem ee 3awuty. K npumepy, B
cnyuyae Slack ctouT Mcnonb30BaTh KOPNOPaTUBHYHO LEHTPaNMU30BaHHYH CUCTEMY W
caenatb ANnA Hee eAuMHyo perncTpaumio. Takum obpasom, uneHaMm KoMaHabl He
NPUWAETCA CO3AaBaTb OTAENbHO NApPoNK U NOMMH — OHKM CMOIYT NOAKMIYATLCA Yepes
aKKayHT B Google, KOTOpbIM MOXHO DyAeT 3aWMTUTb NOCPEeCTBOM MHOMO(aKTOpPHOM
ayTeHTUhUKaLMK.

Hawbonee yazeuma Ta nnatdopma, Ha KOTOPON COASPXMUTCA CaMan BaXXHan
MH(OpPMaLIMA, KOTOPYIO Mbl XOTUM 3aLLUWTUTL.

Cutyaums 4. Kak ObiTb npm cHOOpAMHUPOBaHHOM HanafeHWKM TPONNen B
coLcerax?

CneayeT »anoBaTbCA Ha AeWCTBMA TPOANel, Koraa 3To BO3MOXHO, Belb B OTAeNbHbIX
cnydyasax nnatopMa MoXeT obHapyUTb MX W 2aKpbiTk CeTb. [leMCTBMA Tponnen He
npeactaenAT cobDol HezameanUTENbHYIO YIPOo3Y, OHW OJHaKo cnocobHbl pasBuBaTh
CBOW CeTH, BbipabaTbiBaTk ONpeaeneHHble HaBbIKK, NOHATE UCTOPUIO
B3aMMOASWCTBMA C HALLEro akKayHTa, OTNpaBnATh Xanobbl B MaccoBoM Nopaake, uto
cnocoOHO NOAOPBaTh Hally 3aMeTHOCTL B CETH, a B TAKOM Cy4dae yKe NpuxoauTca
FOBOPWTE O NPAMOW aTakKe Ha AeATenbHOCTb opraHuzaumn. CnenyeT yaenaTb
BHWMaHWe NpU3HaKaM, CBAZaHHbIM C PE3KMM CHU¥EHWEM YDOBHA B3aWMOOeUCTBMA,
NPOCMOTPOB M Np.

bonyc. KaK BbINONMHATD OLIEHKY YIrpo3?

OueHKa yrpoz — NMepBbIM LWar Ha NyTW K yNpaeneHuio PUCKaMK B opraHuzaumm. OHa
BKMKOYaET BCe Buabl De30nacHOCTH, a NPOBOAMT ee KOMaHda MeHeIKepoB, XoTA
3aHATLCA 3TUM MOMYT U BHELLHME KOHCYNbTaHTbl. M BCe Xe pelieHue ocTaeTca 3a
3LWENOHOM MeHeKepoB. HadaTb cnegyet C onpeaeneHia v NOHUMaHWA Toro, YTo
MMEHHO Mbl XOTUM 3aLUMTUTD.

BbinonHATL OLEHKY HeoDX0AMMO eXerogHo, a B ee pesynbTaTe Mbl A0MKHbI NOMYYMTh
CMWCOK Yrpo3 C NPUOPUTETHLIM NOPAAKOM WX YCTpaHeHusa. YnpasneHue yrposamm
MOMET BIIOYATL CNeylolmMe AeHCTBMA: npeaynpexaeHue, ymeHoluedue, obxon,
NPUHATUE, NepeHoC U np.

3aTem Hy}Ho paspaboTaTth NNaH BbiNoNHeHMA BblbpaHHbIX Hamu Mep. C ero
NPeETBOPEHUEM B ¥U3Hb MOXHO Oy1eT roBOpUTh O TOM, YTO Mbl Y3Ke NPUCTYTIUAK K
yNydLleHuo Tex mep De30nacHOCTH, KOTOpble BaxHbl A8 Hac B COOTBETCTBYHOLLMIA
BpPEMEHHOW OTPez0K. 3aTeM nocneayeT nepuos MOHUTOPUHIA, OLEHKW U
OCYLLECTBNEHWA OnpeaeneHHbIX HY»KHbIX KOpPeKTUpoBOK, 4Tobbl NoHATL, paboTaeT
MW Hall NnaH Ha caMoM gene.
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\ / 1. Google Workspace pna HeKoMMepuecKMx

*** opraHmM3auUmui yxe nocryned B Monpgose.
0 3Ta onuwA OaeT BO3MOMHOCTL CO3AaTb
KOPMOpPaTUBHYK CUCTEMY 3MeKTPOHHOM

NepenMcky, Yepes KOTOpYH MOXHO
OCYLWECTBNATL KOHTPoAb be3onacHoCTH
AKKayHTOB 3MeKTPOHHOMW NOYTbI YNeHoB
KOMaHabl. B Takom cnydyae MOXHO NpUHUMaTh
peLleHns 0 ToM, Kakue mepbl bezonacHoOCTH
cneayeT akTMBMPOBaTb ANA HUX,
KOHTPONWpPOBaTbh AOCTYN M NapaMeTpbl AoCTyna
K harnam, KoTopbiMK genaTtca Yepes Google
Drive. Yanau 3nech, Kak pabotaer 31a
OINLNA.

2. AccoumaumMa HeE3aBMCMMOM Npecchbl
npeaocTaenseT KOHCY/IbTaLlMOHHYHO YCAyTy
oTeyecTBeHHbIM HE3aBMCHMMbIM
pPermoHajibHbiM U HALlMOHANbHbIM
pefakiLMaM, KOTopble CTankMBalTCa C
yrpo3amu B nnade knbepbezonacHoOCTH W
apyriuMu npobnemamu, CBA3aHHLIMKW C 3aLUMTON
nHbopMaumn M besonacHoOCTbO B CeTH. Y3Hail
noapobHOCTK 30ech.

Bo3amMomHOCTDB!

Ecnu cTankuBaelwbca ¢ NOCTOAHHBLIM CTPECCOM K
“ TPEBOMHOCTbIO, MOMeELLb 0bpaTuTbcA 3a DecnnaTHOM K
KOHMASHUMANbHOW KOHCYNbTaLMEN NCUX0Nora Yyepes
Mpocu o noMouw! 3101 yaT-boT wnn 3anonHmB 3ToT BNaHkK. B TeueHue
48 yacos c ToDOW CBAMETCA CneuManmct.

Ecnu 3t MmaTtepvansl Tebe NOHPpaBHAKCL, TOMrNa PpEKOMEHAYH Haly
INEKTPOHHYH) PAaCcChINKY W CBOMM KONNEraM Nno XypPHanUCTCKoMy uexy. OT3biBbI
v obpaTHaa CBA3L NOMONYT HAM CTaTb Nydywe. Hanuww ceBoe MHeHue 0O
3NEKTPOHHOMW PacCbifIKE H OTNPaBb €ro HaM Ha CNefyrLWHMH aapec api@api.md.

Funded by L N ’ =
- the European Union german . @ Akademie API s

3Ta INEKTPOHHAA pacCkiNka NogroToeneHa npy dwrancoson nogaepwxe Esponenckoro Cowsa. Ee

HWE ABNABTCA MCKNIOUMTENLHOW OTBETCTEEHHOCTLIO NpoekTa «TRIMEDIA — pocrosepHan

SWHbIE MEQHA W AKTHBHBIE MECTHBIE cooBuwecTaa», (pUHaHCHpyemMoro Esponenciknm

oro DefiepantHbiM MHHHCTEPCTBOM IKOHOMWYECKOND COTPYAHWYECTBA W PA3BUTHA

HE PaCChiNnKK NPMHAANEXHT aBTOpaM W HE obR3aTENLHO OTRaMAET BROCHHE
Esponenckoro Cow3a.
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